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1. INTRODUCTION

1.1. General information

The ERA interface enables the creation of electronic signatures for documents previously uploaded by users or gen-
erated by the system. This requires use in a supported browser version, enabled JavaScript functions in that browser
version, the availability of a valid certificate, and the appropriate installation of the JAVA runtime environment and
the DesktopSign component.

Error-free operation may also be expected in browsers that are somewhat older than the supported versions listed
below.

e  Microsoft IE: 11

Lowest supported version of the JAVA runtime environment required:

e version 8, update 92

With ERA services, digital signatures can be created with the help of the Ponte web-based digital signature program
(Ponte WDAP), which is an ActiveX-based, browser-integrated application.

2. DESKTOPSIGN

2.1. General information

Developed by NetlLock, the DesktopSign application is responsible for creating electronic signatures for the docu-
ments selected by the user. Essentially, the program is a web server that communicates with the user’s browser
through a specific address. During installation, some of the settings are made automatically, and the rest according
to manual configuration.

2.2. Installation

Installation is started by launching the highest version of the application, which is recommended to be run with ad-
ministrator privileges. The address client.desktopsign.com must be added to the proxy exceptions list.

The steps are executed as detailed below.
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TR

£) DesktopSign Telepits oo =
pSign Telep gis)

Yalasszon telepitési helyet
Hova kerdljén telepitésre alz) DesktopSign?

A Telepitd a(z) DeskkopSign alkalmazast a kdvetkezd mappéba fogja
‘ telepiten.

A folytatashoz kattintson a Tovabb gombra. Masik mappa kivalasztasahoz kattintson a
Tallézas gombra,

Legaldbb 328,5 MB sz2abad lemezteriletre van sz2ikséqg,

[ Tovébb> | | mégse |

2-1: Specifying the installation folder

(H n Tele
DesktopSign Telepitd

Idobélyeg URL
Kérem, adja meqg az idobélyeq LRL-L!

Idabéhyeq URL:
hikkpffvoves, netlock, huftimest ampm.cgi?promoid=mintal

cvissza | Tovabb> | [ mégse |

2-2: Setting the timestamp URL
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€5 DesktopSign Telepits = = @

HTTP proxy beallitasok
Kérem, adja meg a rendszer proxy bealitasait!

Ha a rendszer nem hasznal proxy-t, hagyja Uresen a mezoket!

Hast:

proxy.example.com

Part:
3128

Liser:

User

Password:

<Vissza | Tovabb > l Mégse

2-3: Setting a HTTP proxy. Where the system does not use proxies, the above fields should be left blank.

&5 DesktopSign Telepitd

A Telepitd felkésziilt
A Telepitd Felkészilk alz) DesktopSign szamitdgépére torténd telepitéséra,

kattintson a Telepités gombra a folytatdshoz, wagy a vissza gombra a beallitasak
attekintéséhez, megvaltoztatasahoz.

Telepités helye: -
C\Usersi Testuser\dppDatatiLocal\Programs| DeskkopSign

< Missza ” Telepités l [ Mégse

2-4: Once the settings have been confirmed, installation starts.

After installation, the DesktopSign web server starts up, and is added to the group of programs launched automati-
cally. Where necessary, the program may also be controlled manually:

e  Start: Start menu -> DesktopSign -> DesktopSign(Start)
e  Stop: Start menu -> DesktopSign -> DesktopSign(Stop)
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3. MNBSUBSCRIBER

3.1. General information

ERA connects to the DesktopSign application through the MNBSubscriber module, providing access to the electronic
signature function.

3.2. Description of the interface

For logged in users, the “Information” panel contains the name of the contact person, and makes the electronic
signature policy (ESP) available in every case.

Kapesolattartd neve: Rajnavdlayi Roland

3-1: Display of the contact person’s name and access information to the ESP

Section “Forms” on the “Package” panel lists the names and contents of the relevant forms. The “Urlap.xml” file is
required in every case.

Kiildemény
Urlapok
Urlap.xml Registration.xml

<Ixml version="1.0" encoding="utf-8"7><Urlap><url>http://mnb.hu/</url></Urlap>

3-2: List of relevant forms

Next, the interface displays the files included in the package, including those to be signed, grouped as follows. Except
for large files, all relevant files can be downloaded. Feedback on the success of the signatures is provided by the
status of the “Signature -> Signed” button for each line.

Files to be signed individually: Before submission, all files in the group must be signed.

Files to be signed collectively: Based on the data of the files in this group, the system generates a new docu-
ment, and requires a signature only for that document.

Large files: This provides information on the relevant large files.

Egyedileg aliirandé illomanyok

| 5 Document. pdf X Letoltes # Alairas

Csoportosan aldirands allomanyok

Ei | BatchSignForm.pdf X Letdltés & Alairas
| 5 BatchDocument_A. pdf X Letoltes -
[ BatchDocument_B.pdf X Letoltes -

Nagyméreti allomanyok

(=] 1234 BigDocument. pdf

3-3: List of related files
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Egyedileg aldirandé allomanyok

1 5 Document.pdf X Letdltés « Alairva

3-4: The status of the signature button reflects the status of the signature

After the files, the interface provides a clickable list of the URL references specified previously and those found in the
forms.

URL referenciik
http://mnb.hu/

3-5: Display of URL references, display of the inactive “Submit” button

The “Submit” button will only be active when a signature has been added to each file that is required to be signed.
Egyedileg aliirandé illoményok
Csoportosan aldirands allomanyok
Bi | BatchSignForm.pdf X Letdltés
E BatchDocument_A.pdf X Letoltes

E BatchDocument_B.pdf X lLetoltes

Nagyméreti dllomanyok
[w] 1234 BigDocument.pdf

URL referencidk
http://mnb.hu/

-

¥ Bekiildés

3-6: Display of the active “Submit” button

3.3. Signature procedure

In the line of each file to be signed, clicking the “Signature” button will display the certificate selection interface of
the DesktopSign module. Localisation is set in the top right corner, the certificate to be used for the signature is se-
lected from the drop-down menu displayed at the centre, below which key data are displayed on the current certifi-
cate. By default, the file is signed immediately after the certificate is selected. The system notifies any errors occur-
ring. Possible error messages are listed in Section 3.5 of the documentation. In the case of a signature after login,
only the certificates registered to the user will be displayed. When the user does not have at least one registered and
valid certificate, the system will return an error message without displaying the contents of the package.
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| Tanusitvanyvalaszto = = “

Kérjiik valassza ki az alairashoz hasznalando tandsiivanyt

ifi. MinGsitett-tesztels Péterke v
SN 27407127 cbc3f33d90454fc40a

Ch iff. Mindsitett-teszteld Péterke

Ervényes | Thursday, June 21, 2018

Alany T=teszteld, SERIALNUMBER=1.3.6.1.4.1.21528.2.2 99.761, EM...
Tipus X500

Részletek
e | s

3-7: Certificate selection interface

« Afelhasznalo nem rendelkezik érvenyes tanusitvannyal.

Kapesolattartd neve: Rajnavilgyi Roland

3-8: An error message is returned when no valid certificate is registered to the user.

3.4. Submission procedure

Following the signature of all files to be signed, the package is submitted by clicking the “Submit” button. When the
package has successfully been received on the recipient side, the interface displays the receipt and K numbers as-
signed to the package. When the dialogue window has been confirmed or closed, the system redirects the user to
the page of the appropriate application, the page of the selected service, or the main page, depending on the pa-
rameters set for calling the signature application.

Uzenet X
Sikeres bekiildés!

Erkeztetési szam: 329871000201702021600510001
K-szam: K2832/2017

Rendben

3-9: Message confirming successful submission

3.5. Error report

Irregular operations involving errors, and occurrences of incidents are notified by the system in localised messages.

Uzenet x

Az alairoban hiba tortént. A hiba részletei:
Tanusitvany kivalasztasa nem tortent meg.

Rendben
3-10: When the user clicks the “Cancel” button instead of selecting a certificate, the above error message is displayed.
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Possible error messages in English are the following:

1) General error message:

a) An unexpected exception occurred in the signature application.
2) Error messages relating to user interaction:

a) No certificate has been selected.

b) No PIN code has been entered.

c) Card identification of the certificate failed because the wrong or no PIN code has been entered.
3) Error messages relating to certificates:

a) Aninvalid algorithm has been selected. (In the case of an invalid certificate)

b) The selected certificate is not found.

c) The certificate has expired.

3.6. Logging

While in use, the DesktopSign application registers logged events in a daily breakdown in files, which are available at
{installation folder}\standalone\log, where according to this documentation ({installation folder} is
“C:\Users\Testuser\AppData\Local\Programs\DesktopSign”.
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